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DETAILED ACTION 

1 . Claims 1 -21 are pending in this application and presented for examination. 

Objections 
Specification 

1 . The disclosure is objected to because of the following informalities: Apparent editing 
notation "Duplicate?" not deleted (page 5 line 15). 

Appropriate correction is required. 

^ Drawings 

2. The drawings are objected to under 37 CFR 1 .83(a). The drawings must show every 
feature of the invention specified in the claims. Therefore, "the security module" must be shown 
or the feature(s) canceled from the claim(s). No new matter should be entered. 

Corrected drawing sheets in compHance with 37 CFR 1.121(d) are required in reply to 
the Office action to avoid abandonment of the application. Any amended replacement drawing 
sheet should include all of the figures appearing on the immediate prior version of the sheet, 
even if only one figure is being amended. The figure or figure number of an amended drawing 
should not be labeled as "amended." If a drawing figure is to be canceled, the appropriate figure 
must be removed from the replacement sheet, and where necessary, the remaining figures must 
be renumbered and appropriate changes made to the brief description of the several views of the 
drawings for consistency. Additional replacement sheets may be necessary to show the 
renvunbering of the remaining figures. Each drawing sheet submitted after the filing date of an 
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application must be labeled in the top margin as either "Replacement Sheet" or "New Sheet" 
pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner, the applicant will 
be notified and informed of any required corrective action in the next Office action. The 
objection to the drawings will not be held in abeyance. 

Claim Objections 

3. Claims 4, 9, 13, 18, 20, and 21 objected to because of the following informalities: 

4. In claims 4 and 13 "the symmetric key" lacks antecedent basis. When examining the 
claims, the examiner interpreted "the symmetric key" as "a symmetric key." 

In claims 9 and 1 8 "the attached printer" (line 2) appears to be in error. When examining 
the claims, the examiner interpreted "the attached printer" in line 2 of claims 9 and 18 as "the 
attached computer" for which antecedence is provided in independent claims 1 and 10, 
respectively. 

In claims 20 and 21 the preamble and body of the claim contain inconsistent terminology. 
Appropriate correction is required. 

Claim Rejections - 35 USC § 101 

5. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

6. Claims 1-9 and 19 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claims 1 and 19 could reasonably be drawn to 
functional descriptive material, per se, i.e., "security module" may be taken to mean software 
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alone, and as such, claims 1-9 and 19, would be directed to non-statutory subject matter. The 
specification does not preclude this interpretation. Further, claims 1-9 and 19 do not transform a 
physical object to a different state or thing nor produce a useful, concrete and tangible result. 

7. Claims 1,19, and 20 are rejected under 35 U.S.C. 101 because the claims are directed to 
neither a "process" nor a "machine," but rather embrace or overlap two different statutory classes 
of invention set forth in 35 U.S.C. 101 which sets forth the statutory classes of invention in the 
alternative only. Ex parte Lyell, 1 7 USPQ2d 1551 (Bd. Pat. App. & Inter. 1 990). 

Claim Rejections - 35 USC § 112 

8. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

9. Claims 1,19, and 20 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for attempting to claim both an apparatus and the method steps of using the apparatus. 
IPXL Holdings v. Amazon.com, Inc., 430 F.2d 1377, 1384, 77 USPQ2d 1 140, 1 145 (Fed. Cir. 
2005); Ex parte Lyell, 1 7 USPQ2d 1 548 (Bd. Pat. App. & Inter. 1 990). Claim 1 attempts to 
claim both a security module and the security module's method of operation in the same claim, 
thereby rending claim 1 indefinite. Claim 19 attempts to claim both a peripheral device module 
and the peripheral device module's method of operation in the same claim, thereby rending claim 
19 indefinite. Claim 20 attempts to claim both a computer printer system and the computer 
printer system's method of operation in the same claim, thereby rending claim 20 indefinite. 
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Claim Rejections - 35 USC §102 

10. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21 (2) of such treaty in the English language. 

11. Claims 1, 2, 4, 5, 9-1 1, 13, 14, and 18-21 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Partelow et al., U.S. Patent Publication No. 2004/0008842 Al, (hereinafter 
"Partelow"). 

12. Regarding claim 1: Partelow discloses a security module ([0017] lines 1-3) within a 
printer that is operable to: 

receive a message from an attached computer requesting a secure printing key ([0018] 
lines 1-4); 

generate a key in response to the received message ([0018] lines 6-7); and 
send the key to the attached computer requesting the key([0018] line 7). 

13. Regarding claim 10: Partelow discloses a machine-readable medium ([0015] lines 1 1-12) 
with instructions stored thereon, the instructions when executed operable to cause a 
computerized printer ([001 7] line 1 ) to: 

receive a message from an attached computer requesting a secure printing key ([0018] 
lines 1-4); 

generate a key in response to the received message ([0018] lines 6-7); and 
send the key to the attached computer requesting the key ([0018] line 7). 
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14. Regarding claims 2 and 1 1 ; Partelow discloses a generated key comprising a symmetric 
encryption key ([002 1 ] lines 1 -7), 

15. Regarding claims 4 and 13: Partelow discloses a symmetric key is a DES key ([0021] 
line 7). 

16. Regarding claims 5 and 14: Partelow discloses that generating a key comprises 
generating a public key and a private key ([0021] line 8), and sending the key to the attached 
computer requesting the key comprises sending the public key to the attached computer 
requesting the key ([0025] line 3). 

1 7. Regarding claims 9 and 18: Partelow discloses that the attachment between the printer 
and the attached computer is a network attachment ([0013] line 3). 

18. Regarding claim 19: Partelow discloses a peripheral device module ([0017] lines 1-3) 
executable within the computerized peripheral device that when executed is operable to: 

receive a message from an attached computer requesting a secure printing key ([001 8] 
lines 1-4); 

generate a key in response to the received message ([001 8] lines 6-7); and 
send the key to the attached computer requesting the key([0018] line 7). 

1 9. Regarding claim 20: Partelow discloses a computer printer system ([001 3] lines 4-6), 
comprising: 

receive a message from an attached computer requesting a secure printing key ([0018] 
lines 1-4); 

generate a key in response to the received message ([001 8] lines 6-7); and 
send the key to the attached computer requesting the key([0018] line 7). 
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20. Regarding claim 21 : Partelow discloses a method of managing a printer in a 
computerized system external to the printer ([0019] Hnes 1-3), comprising: 

receive a message from an attached computer requesting a secure printing key ([0018] 
lines 1-4); 

generate a key in response to the received message ([001 8] lines 6-7); and 
send the key to the attached computer requesting the key([001 8] line 7). 

Claim Rejections -35 use §103 

2 1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

22. Claims 3, 6, 12, and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Partelow in view of Berstis et al., U.S. Patent No. 6,282,653 Bl, (hereinafter "Berstis"). 

23. Regarding claims 3, 6, 12 and 15: Partelow does not disclose sending the key to the 
attached computer over a secured connection. 

Berstis discloses sending the key to the attached computer over a secured connection (col. 
7 line 5). 
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Therefore it would have been obvious to one skilled in the art at the time of the invention 
to modify Partelow by the secured connection as taught by Berstis in order to protect the content 
(key) from unauthorized access. 

24. Claims 7, 8, 16 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Partelow in view of Lee, U.S. Patent No. 6,628,413 Bl, (hereinafter "Lee"). 

25. Regarding claims 7 and 16: Partelow does not disclose receiving the message from an 
attached computer via a web server hosted within the printer. 

Lee discloses receiving the message from an attached computer via a web server hosted 
within the printer (col. 3 lines 52-54). 

Therefore, it would have been obvious to one skilled in the art at the time of the invention 
to modify Partelow by web server taught by Lee for the benefit of Intemet accessible printing. 

26. Regarding claims 8 and 17: Partelow does not disclose a Java virtual machine within the 
printer. 

Lee discloses a Java virtual machine within the printer (col. 3 lines 64-65). 

Therefore it would have been obvious to one skilled in the art at the time of the invention 
to modify Partelow by the Java Virtual Machine taught by Lee in order to have portability when 
new processors become available. 



Application/Control Number: 10/700,075 Page 9 

Art Unit: 2196 

Conclusion 

2. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure is: 

• Bemklau-Halvor, U.S. Patent Publication No. 2003/01 10413 Al, regarding a method for 
analyzing printer faults. 

• Hansen, U.S. Patent Publication No. 2003/0101342 Al, regarding a secure printing 
system and method. 

• Iwata, U.S. Patent No, 6,778,289 Bl, regarding an Internet connected image processing 
device. 

• Sasaki, U.S. Patent Publication No. 2003/0234948 Al, regarding a system, method, and 
data structure for print data management. 

• Wu et al., U.S. Patent Publication No. 2002/0042884 Al, regarding remote printing of 
secure and/or authenticated documents. 

Please direct any inquiry concerning this communication or earlier communications from 
the examiner to Bea Koempel-Thomas whose telephone number is 571-270-1252. The examiner 
can normally be reached on Monday - Thursday & altemate Fridays; 0730 - 1700. 

If attempts to reach the examiner by telephone are unsuccessful, please contact the 
examiner's supervisor, Nabil El-Hady, on 571-272-3963. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




